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LIST OF DEFINITIONS

Document

Any written, recorded information that is subject to change over time. Procedures, plans, policies, and
records are documents. Documents may be controlled. See Records.

Environmental Conditions

The description of a physical medium (e.g., air, water, soil, sediment) or biological system expressed in
terms of its physical, chemical, radiological, or biological characteristics.

Environmental Processes
Manufactured or natural processes that produce discharges to or that impact the ambient environment.
Environmental Data

Any measurements or information that describe environmental processes, location, or conditions;
ecological or health effects and consequences; or the performance of environmental technology.

Environmental Data Operations

Work performed to obtain, use, or report information pertaining to environmental processes and
conditions.

Environmental Programs

A term pertaining to any work or activities involving the environment, including: characterization of
environmental processes and conditions; environmental monitoring; environmental research and
development; the design, construction, and operation of environmental technologies; and laboratory
operations on environmental samples.

Program

A functional unit of the DES conducting a defined set of activities and deliverables or otherwise a core
set of related functions. This administrative function will often be found at the Bureau level, but this
varies across DES. An example would be the Limnology Program within the Watershed Management
Bureau of the Water Division.

Program Manager
The person responsible for conducting a specific DES program; this program management function is

vested in people at different administrative levels within DES. The term project manager is used to
describe staff that have direct knowledge and/or responsibility at the project or site-specific level.

Quality Assurance (QA)
An integrated system of management activities involving planning, implementation, documentation,

assessment, reporting, and quality improvement to ensure that a process, item, or service is of the type
and quality needed and expected by the client.

DES Quality Assurance Manager

The person assigned to manage (DES’s) QA system.
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Quality Assurance Program Plan (QAPP), Generic

A planning document, written to EPA specifications, which describes quality assurance procedures for a
program or a set of projects. Use in conjunction with a Sampling and Analysis Plan (SAP — see
Definition).

Quality Assurance Project Plan (QAPP)

A planning document, written to EPA specifications, which describes quality assurance procedures for a
specific project.

DES Quality Assurance Team

A group of DES staff from various programs with interest and expertise in QA/QC matters which
provides assistance to the Quality Assurance Manager and DES programs on QA/QC matters.

Quality Control (QC)

The overall system of technical activities that measures the attributes and performance of a process,
item, or service against defined standards to verify that they meet the stated requirements established by
the customer; operational techniques and activities that are used to fulfill requirements for quality.

Quality Management

That aspect of the overall management system of the organization that determines and implements the
quality policy. Quality management includes strategic planning, allocation of resources, and other
systematic activities (e.g., planning, implementation, and assessment) pertaining to the quality system.

Quality Management Plan (QMP)

A formal document or manual, usually prepared once for an organization, that describes the quality
system in terms of the organizational structure, functional responsibilities of management and staff,
lines of authority, and required interfaces for those planning, implementing, and assessing all activities
conducted.

Records

A completed document that provides objective evidence of an item or process. Records may include
photographs, drawings, magnetic tape, or other data recording media. See documents.

Sampling and Analysis Plan (SAP)/Site Specific Plan (SSP)

A planning document used in conjunction with a Generic Program QAPP, which describes the quality
assurance procedures for a specific project/task that is not covered by the generic QAPP for the
program.

Standard Operating Procedures (SOPs)

A written document that details the method for an operation, analysis, or action with thoroughly
prescribed techniques and steps, and that is officially approved as the method of performing certain
routine or repetitive tasks.
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CHAPTER 1 PURPOSE

1.1 INTRODUCTION

The mission of the New Hampshire Department of Environmental Services (DES) is to help sustain a
high quality of life for all citizens by protecting and restoring the environment and public health in
New Hampshire. In carrying out its mission, DES relies upon many different types of data that enable
it to better evaluate and measure existing environmental conditions, to identify and understand areas of
concern, to assign responsibility for these areas, and to promote and enhance credible communication
on environmental issues to a wide variety of audiences. The data DES uses must be credible, and the
quality of that data must be appropriate for its uses.

To accomplish this, every DES staff member must understand how his or her activities affect data
quality issues, and all staff must know what they have to do to help produce quality data. This is best
accomplished by having a central documented plan, which is periodically reviewed and updated so that
the overall data quality system continuously improves.

Each bureau and/or unit (hereinafter generally referred to as “program”) within DES is responsible for
assuring that data gathered by that program is of appropriate quality for its uses. Historically, DES
programs have had success addressing their data quality needs. However, this was achieved largely
through undocumented procedures, on-the-job training, and addressing system needs and deficiencies
in an informal manner. While this approach may have served DES’s past needs, the lack of
documentation causes problems in assuring credibility for data underlying DES decisions and policies,
and in institutionalizing a significant, but undocumented, knowledge base. To address these issues,
this DES Quality Management Plan (QMP) documents the policies and procedures that ensure the
appropriate quality of the environmental data used by the Department.

This QMP is intended to specifically document how the Quality Management System at DES is
structured and implemented, and to provide a framework for continuous improvement. The QMP is a
controlled document, the most up-to-date version of which is always accessible on the DES Intranet at:
http://intranet/qa/plan.pdf. It is the responsibility of all pertinent staff keep an up-to-date copy (or
access to one) readily available.

The QMP contains nine primary chapters organized to parallel federal guidelines and national
standards for quality assurance, as follows:

2. DES’s Organization 7. Documents and Records

3. Quality System Components 8. Planning and Implementing Quality Processes
4. Personnel Qualification and Training 9. Assessment and Corrective Action

5. Procurement of Items and Services 10. Continuous Improvement

6. Computer Hardware and Software

The QMP:

Identifies the mission of the DES;
Describes in general terms how the DES is organized to accomplish its mission;
Identifies its commitment to quality and the quality systems needed to ensure that it
accomplishes its mission; and
e OQutlines roles and responsibilities within the organization to ensure data quality.

All of DES’s major environmental programs will be covered by this QMP. The QMP affirms DES’s
commitment to quality.
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1.2 ENVIRONMENTAL DATA QUALITY POLICY

BACKGROUND: The mission of the New Hampshire Department of Environmental Services (DES) is to
protect, maintain and enhance environmental quality and public health in New Hampshire. In carrying out its
mission, DES relies upon many different types of data that enable it to better evaluate existing environmental
conditions, to identify and understand areas of concern, to assign responsibility for these areas, and to promote
and enhance credible communication on environmental issues to a wide variety of audiences. The data DES
uses must be credible, and the quality of that data must be appropriate for its uses.

Data is used for setting priorities and strategic directions, targeting inspections, measuring compliance,
identifying violations, measuring progress and trends, measuring ecological health, and many other purposes.
This data is critical because it can affect DES’s direction and emphasis, determine whether an enforcement case
will be successful, dictate which option will be followed to address a problem, or document a problem or
demonstrate progress to the general public and the General Court.

The data DES relies upon must be of known quality, and the quality and quantity of that data must be
appropriate for its uses. To accomplish this, everyone at DES must understand how his or her activities affect
data quality issues, and all staff must know what they have to do to help produce quality data.

POLICY STATEMENT: The Department of Environmental Services will ensure, within its authority, that all
of its programs deliver data of known quality to allow all parties to make appropriate decisions about the
environment in New Hampshire.

IMPLEMENTATION STRATEGY: DES’s data quality management efforts will follow written plans and
guidance, which each program must generate. Copies of this policy will be provided to all staff. The DES
Quality Management Plan (QMP) provides guidance for all DES programs. Following the QMP, all programs
will prepare written standard procedures for sampling, testing, gathering information on field conditions,
checking and validating this information, and reviewing their data quality systems. All programs will ensure
that the purpose of every data gathering effort is understood by their personnel. DES has assigned a Quality
Assurance Manager and a Quality Assurance Team, comprised of representatives of programs throughout DES,
to lead these efforts.

All DES programs will have written data quality guidance, in accordance with the DES QMP. All DES
programs will review their data quality systems annually, and will report the results of that review, including
recommendations and actions for improvements, to the Quality Assurance Manager.

This policy is subject to revision. It is the responsibility of all employees to ensure that they are familiar

with the most recent policy.

Date Established: June 2001 Latest Revision: 2
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1.3 DES’S MISSION

DES was established by statute, effective January 2, 1987, combining several separate agencies and
boards into a single department. The enabling legislation for DES, New Hampshire Revised Statutes
Annotated (RSA) Chapter 21-0, sets forth the following broad areas of responsibility for the new
agency:

Water pollution control,

Water supply protection;
Regulation of waste disposal;
Maintenance of state-owned dams;
Inspection of dams;

Flood control; and

Air pollution control.

As set forth in DES’s 1998 Strategic Plan, DES’s mission is to “...protect, maintain and enhance
environmental quality and public health in New Hampshire.” Goals established under the Strategic
Plan are:

1. Clean Air

The air we breathe in New Hampshire is safe and healthy for all citizens, including those most vulnerable, and
our ecosystems are free from the adverse impacts of air pollution.

2. Clean Water

All of New Hampshire's lakes and ponds, rivers and streams, coastal waters, groundwater, and wetlands are
clean and support healthy ecosystems, provide habitats for a diversity of plant and animal life, and support
appropriate uses.

3. Safe Drinking Water
All drinking water in New Hampshire will always be safe, available and conservatively used.

4. Proper Waste Management & Effective Site Remediation

Promote responsible waste management and ensure wastes/regulated materials are properly handled and
disposed. Conduct prompt remediation to restore contaminated sites to productive use while protecting the
environment and public health.

5. Protection of Natural Habitat

The sustainable development of New Hampshire's lands and natural resources is promoted throughout the state
while protecting the diverse wildlife habitat, and unique features that make New Hampshire an attractive place
to live, work, and visit.

6. Dam Safety and Water Management

The state's surface and groundwater resources are managed and regulated for the protection, enhancement and
restoration of environmental quality and public safety to support and balance social and ecological water needs.

Title: NH DES Quality Management Plan 11 Revision: 4a
Author: DES QA Team Date: 02/24/04



7. Effective Management and Leadership

DES sets and achieves the highest standards for effective internal management, fiscal responsibility, and
leadership on environmental issues.

8. Pollution Prevention

Encourage best efforts to prevent pollution before turning to recycling, treatment and/or disposal of the materials
causing pollution. Eliminate or reduce the toxicity and absolute volumes of waste materials. Eliminate
accidental pollutant releases to the environment. Conserve materials, energy, and water in order to move toward
a sustainable society.

9. Public Education, Outreach and Partnerships

DES provides effective public education, outreach, and partnership activities.

10. Compliance Assurance

In order to foster full compliance with the laws it administers, DES provides education and outreach to the
public, provides assistance to the regulated community, monitors compliance on an on-going basis, and
maintains a fair and effective enforcement process.

11. Information Management

Information is collected, managed, analyzed, and disseminated effectively and efficiently to support well
informed, timely and cost-effective environmental decision-making.
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CHAPTER 2 DES’S ORGANIZATION

2.1 HOW DES IS ORGANIZED

The organizational chart included in Appendix A sets forth the current structure of the Department.
DES consists of the Commissioner’s Office, the Air Resources Division, the Water Division, and the
Waste Management Division. A detailed listing and description of DES Programs is included in
Appendix B. While there are some satellite offices for certain water quality and waste management
functions (See Appendix C), all DES functions are managed from the offices in Concord. DES is a
relatively small agency with a little over 500 staff. Because of this, and because most personnel are
generally housed in the same building, it is DES practice for programs to consult and cooperate on all
pertinent issues at all administrative levels. This chapter must not be read as describing a rigid
organization comprised of many separate units. Cooperation between the various programs to address
new issues, or issues that may affect more than one statutory program, is a hallmark of DES.

The responsibilities of the DES Senior Leadership Team are outlined in this QMP. In general, that
group reviews the annual Quality Assurance Status Report presented by the QA Manager and
authorizes necessary changes.

DES’s programs interact with many federal, state and local government agencies, non-profit and non-
governmental environmental and similar organizations, environmental groups, universities, volunteer
groups, and many other organizations in order to maximize efforts to protect and enhance public health
and the environment in the state. They are an integral part of the Department’s environmental data
gathering and analysis activities. A number of programs within the DES Watershed Management
Bureau, in particular, the Volunteer River Assessment Program and the Volunteer Lake Assessment
Program, rely heavily upon volunteer-generated information. Other programs, like the Technical
Services Bureau’s Air Monitoring section, utilize contracted laboratories to provide special analytical
services. It is not uncommon for many other DES programs in the Air Resources, Water, and Waste
Management Divisions to contract with a wide variety of individuals and organizations (as listed
above) to assist with data gathering and analyses.

This QMP includes guidance on assuring that any such data generated by these outside parties through
contracted, delegated, or volunteer activities meet DES’s data quality needs (See Section 4.2 -
“Volunteer Qualification and Proficiency” and Section 5.2 — “Procurement of Services”). Included
among these groups are the United States Environmental Protection Agency, other New Hampshire
state agencies (e.g., the Departments of Health and Human Services, Fish and Game, Resources and
Economic Development, Transportation, etc), local Boards of Health, Regional Planning and
Conservation Commissions, Environmental and other non-governmental organizations, private
organizations, the University of New Hampshire and other educational institutions.

2.1.1 COMMISSIONER

The Governor, with the approval of the New Hampshire Executive Council, appoints the
Commissioner of DES for four-year terms. The Commissioner reports to the Governor. The
Commissioner chairs the Senior Leadership Team, which is comprised of the Assistant Commissioner
and the three Division Directors, each of whom report directly to the Commissioner.
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The functions of these positions with respect to the QMP are described briefly below.
2.1.2 ASSISTANT COMMISSIONER

The Assistant Commissioner is an appointed position with a four-year term. The Assistant
Commissioner oversees implementation of the Quality Management System. In this function, the
Assistant Commissioner will resolve any quality assurance-related disputes that cannot be resolved by
the Quality Assurance Manager with the Quality Assurance Team’s assistance.

2.1.2.1 COMMISSIONER’S OFFICE UNITS

The following Units report to the Assistant Commissioner. Descriptions are provided for those Units
with specific ties to the Quality Management Plan.

e Administrative Services Unit - This unit is responsible for all accounting functions,
federal grants, purchasing, budgets, property records, payroll, and financial reporting.

e N.H. Geological Survey - The State Geologist advises DES and all other branches of
state and local government concerning geology-related issues. The state geologist

maintains liaison with federal and other state geologic agencies and with the University
of N.H.

e Human Resources (HR) Unit - HR is responsible for functions such as organizational
and employee development, employment, compensation and benefits, employee
relations for the DES, and various training and record keeping (including quality-related
training).

e Information Resources Management Unit (IRMU) - IRMU is responsible for all
computer hardware and software at DES, including purchasing, installation, and
maintenance. IRMU works under statewide policies for computer equipment and use
promulgated by the N.H. Department of Administrative Services, Division of
Information Technology Management. DES’s Geographic Information Systems (GIS)
efforts are coordinated by IRMU. Note: The Information Resources Management
Unit no longer exists within DES as it previously did due to the fact that in early 2003,
the State of New Hampshire went through a centralization of Information Technology
resources and is now fully reorganized under a new Governor’s Office of Information
Technology (OIT). OIT is currently in the process of developing new relationships
with each agency’s previously separate information technology infrastructure. While
the reorganization has been completed and is wide-spread, the general quality
assurance-related information technology functions and processes described in the
pertinent QMP chapters remain largely the same. The next QMP annual review (in
2004) will include a more detailed and up-to-date description of the final impacts of the
OIT reorganization.

e Laboratory Services Unit - The DES Laboratory is a fully-certified laboratory that
conducts testing of drinking water, surface water and groundwater from both
background and contaminated waste materials and soils. Testing for microbiological,
inorganic, organic, and radiochemical parameters is conducted in-house.
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e Legal Unit - The Legal Unit is responsible for conducting administrative hearings on
proposed administrative fines and license revocation/suspensions and for providing
other legal support to DES. The Legal Unit also oversees all DES administrative rule-
making and administrative enforcement. The Legal Unit does not serve as General
Counsel to DES; that role is filled by the N.H. Department of Justice, Attorney
General’s Office (NHDOJ). DES refers appropriate enforcement cases for judicial
action (civil or criminal) to the NHDOJ and requests NHDOJ representation in some
administrative matters.

e Planning Unit - The Planning Unit is responsible for DES planning functions,
including strategic planning, Performance Partnership Agreements, and grants with the
U.S. EPA (USEPA), and performance measures and environmental reporting, among
other duties. The Planning Unit houses the Chief of Planning and Policy who serves as
the DES Quality Assurance Manager.

e Public Information and Permitting Unit (PIP) - PIP is responsible for the coordination
of DES communications with the public and media outlets, and for coordination of
publications development and dissemination by the various agency programs. PIP also
provides technical permit coordination services, in cooperation with other federal, state,
and local agencies, to familiarize and assist new companies, organizations, government
agencies, and individuals with interpretation of regulatory requirements (including their
applicability) and the availability of integrated permitting assistance from the agency,
including the new Guidebook for Environmental Permits in NH.

2.1.3 DIRECTOR, AIR RESOURCES DIVISION

The Director of the Air Resources Division (ARD) is an appointed position. The Director is
responsible for all Department functions related to air pollution and air quality. In order to evaluate
New Hampshire’s air quality, ARD operates ambient air quality monitoring stations throughout the
state. Air quality monitoring data is collected on a continuous basis and evaluated based on the
National Ambient Air Quality Standards established by the US Environmental Protection Agency.
Depending on the results of the air quality monitoring data, various programs have been implemented
to achieve and/or maintain the standards and comply with federal requirements. Some of these
ongoing programs include: stationary source permitting (or licensing), stationary source inspections,
complaint investigations, compliance stack testing, local and long-range air dispersion modeling
analyses, enhanced motor vehicle safety inspections, Stage I/Stage II gasoline vapor recovery, and
various education and outreach initiatives.

ARD also maintains an extensive air emissions database. This database includes emissions from New
Hampshire stationary sources, mobile sources and area sources. Stationary sources of air pollution are
required to submit annually their actual air pollution emissions. Mobile sources emissions are
generated using vehicle miles traveled data and EPA approved emission factors. Area sources
emissions are estimated using fuel usage data, population data, etc. This data is stored in state/federal
databases were it can be used for many different purposes such as: compliance determinations,
evaluating the effectiveness of state and national programs, predicting state and regional air quality
concerns, and evaluating overall air quality emissions trends.

In addition to air pollution from New Hampshire sources, ARD is also concerned with the transport of
air pollution from upwind states. ARD is heavily involved in national policy decisions to seek
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emission reductions from sources in upwind areas. In particular, New Hampshire’s long-range air
quality modeling data is used extensively to support these national policy positions.

ARD is divided into five functional units as follows:

e Stationary Source Management Bureau (SSMB) — The Stationary Source Management
Bureau (SSMB) is responsible for permitting, planning and the overall management of
stationary sources of air pollution. The SSMB consists primarily of three sections:
Permitting, Planning and Air Toxics Sections. The Permitting Section ensures that new and
existing sources of air pollution can comply with a wide range of state and federal air
pollution regulations. The Planning section oversees rulemaking for the Division and
maintains the Division’s Stationary Source State Implementation Plan (SIP). The Air
Toxics Section oversees the state Air Toxics Program and the federal Hazardous Air
Pollutants Program.

e Technical Services Bureau — This bureau serves as technical support to the Division and is
mainly responsible for operating and maintaining the State’s air quality monitoring sites,
operation of the State’s Ozone Information Line and website, and completing and analyzing
both the local and long-range air dispersion modeling analyses. ARD’s Global Climate
Change and Mobile Source Programs are also housed in this bureau. In the air quality
planning role, the Technical Services Bureau analyzes, compiles, and submits federally
required State Implementation Plans and associated Rate of Progress plans to ensure that
national Ambient Air Quality Standards are met. The Technical Services Bureau is divided
into four units, the Atmospheric Analysis Unit, the Mobile Sources Unit, the Ambient Air
Monitoring Unit, and the Global Climate Change Unit.

e Compliance Bureau — The Compliance Bureau is responsible for administering the State's
compliance assistance and enforcement activities relative to state and federal air pollution
control laws and regulations. The Compliance Bureau is responsible for compliance
determinations, facility inspections, complaint investigations, compliance stack testing,
Relative Accuracy Testing Audits (RATAs), the Stage I/Stage II Gasoline Vapor Recovery
Program, emergency response, emissions inventory, compliance assistance and
enforcement. The Compliance Bureau is divided into five sections: Compliance Testing,
Compliance Assessment, Emissions Inventory, Enforcement, and Emergency Response.
An important function of this bureau is maintaining an accurate and extensive air pollution
emissions inventory of New Hampshire sources. This data has many useful purposes
including determining compliance with state and federal regulations, establishing state and
national emissions trends and helping to evaluate the effectiveness of the State’s air quality
programs.

e Education and Outreach Unit — This unit is responsible for various education and outreach
initiative and planning related activities. Activities include: developing ARD’s Clean Air
Strategy, coordinating ARD’s Performance Partnership Agreement, developing various
ARD fact sheets and other educational materials, developing various outreach initiatives,
and developing/coordinating various educational/ outreach activities including training
workshops, visits to schools, speaking engagements, etc.

e Small Business Technical Assistance Program (SBTAP) — ARD has a SBTAP Ombudsman
that provides compliance assistance related to air quality regulations to small businesses in
New Hampshire. The main purpose of this program is to help small businesses understand
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and comply with state and federal requirements. SBTAP provides the following services
alone and in partnership with other assistance programs:

o Inform businesses of all requirements in the Clean Air Act Amendments (CAAA) that
apply to them, and the dates these requirements will apply.

o Help small businesses deal with specific technical, administrative and compliance
problems.

o Disseminate up-to-date information about the CAAA to the small business community,
including easy-to-understand public information materials.

o Provide pollution prevention information and assistance to reduce the amount of air
emissions and other wastes created by a small business.

o Provide on-site evaluations of company work practices, monitoring procedures and
record keeping to determine effectiveness in complying with applicable clean air
requirements.

2.14 DIRECTOR, WASTE MANAGEMENT DIVISION

The Director of the Waste Management Division (WMD) is an appointed position. The Director is
responsible for all DES functions related to solid and hazardous waste management, contaminated site
investigation, hazardous material storage, and hazmat and petroleum spill response.

Field testing to address complaints or to confirm results reported by others is conducted as necessary.
In a few cases, WMD personnel conduct on-going soil and groundwater sampling and testing programs
at contaminated sites. In the majority of cases, WMD personnel review sampling and testing results
reported by others such as outside contractors and consultants.

WMD is divided into two major functional units -- Waste Management and Site Remediation
Programs -- with sub-units:

e Waste Management Programs. This includes:

o The Solid Waste Management Bureau is comprised of three programs: Compliance,
Financial Oversight, and Permitting. The Compliance Section deals with general
compliance and landfill closure, and remediation and monitoring of asbestos
contaminated properties. The Financial Oversight Section oversees landfill and
incinerator closure grants to ensure that timely facility closures are not delayed by
lack of funding. Also, the financial assurance program was established to monitor
the adequacy of funds being available to close solid waste facilities. Lastly, the
Permitting & Design Review Section reviews permit applications and design
proposals and provide construction oversight at solid waste facilities.

o The Hazardous Waste Compliance Section (HWCS) is responsible for administering
the State’s hazardous waste management inspection program. The HWCS inspects
business entities for compliance with hazardous waste identification, storage,
permitting, transportation, record keeping and reporting. Other important functions
of the HWCS include providing grants for the collection of used oil, sustaining
authorization of the State hazardous waste program in lieu of the federal
government’s program, drafting rules, providing compliance assistance and issuing
various types of hazardous waste permits.

Title: NH DES Quality Management Plan 17 Revision: 4a
Author: DES QA Team Date: 02/24/04



O

The Planning Bureau oversees solid/hazardous waste planning and legislative
activities within the Planning & Community Assistance Section. The Bureau offers
compliance assistance through the Pollution Prevention & Education Section,
including grants for household hazardous waste collection days. The Reporting and
Information Management Section is responsible for the implementation of all
information management functions relative to the Resource Conservation and
Recovery Act (RCRA) Subtitle C program.

The Special Investigations Section (SIS) maintains an emergency response
capability for hazardous materials incidents, conducts “non-notifier” inspections at
facilities generating hazardous waste who have failed to notify the State of that
activity, register and monitor the compliance of all hazardous waste transporters
operating vehicles in New Hampshire, and conduct complaint investigations for
solid and hazardous waste complaints received by Waste Management Programs.

e Site Remediation Programs. This includes:

o

The Oil Remediation and Compliance Bureau which administers petroleum-
contaminated site investigation and clean-up; design review, registration and
compliance inspection of above-ground petroleum storage tanks and all
underground storage tanks (regardless of material stored); and administration of
state reimbursement funds for releases of petroleum from regulated tanks.

The Hazardous Waste Remediation Bureau which administers site investigation and
clean-up for sites contaminated with materials other than petroleum under both state
programs and federal programs such as Comprehensive Environmental Response
Compensation and Liability Act (CERCLA) and Resource Conservation and
Recovery Act (RCRA) Corrective Action.

2.1.5 DIRECTOR, WATER DIVISION

The Director of the Water Division (WD) is an appointed position. The Director is responsible for all
Department functions related to water pollution, water quality, drinking water supplies, wetlands
protection, water resources and dam safety. WD personnel review extensive data submitted to DES
from operators of public water supplies and holders of National Pollutant Discharge Elimination
System (NPDES) permits. WD takes enforcement actions based on these results, as necessary. Field
testing to address complaints or to confirm results reported by others is conducted as necessary.

WD is divided into six functional units:

e Land Resource Management Programs. These include:

o Water Supply Engineering Bureau for all permitting, assistance and compliance
functions related to public water supplies and environmental laboratory
accreditation;

o The Wetlands Bureau for permitting and compliance functions related to all work in
New Hampshire’s wetlands;
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The Subsurface Systems Bureau for permitting of subdivisions and septic systems.
This bureau also administers the licensing program for septic system designers and
installers;

The Shoreland Protection Program which oversees construction along shorelines to
ensure water quality;

The Water Quality Engineering Section which issues permits for erosion control at
construction projects and enforces these permits.

e The Wastewater Engineering Bureau which provides design review and approval for sewers

and treatment plants, manages the Revolving Loan Fund, provides operational assistance to
municipalities, provides oversight of municipal industrial pre-treatment programs, enforces
NPDES permits, and investigates un-permitted discharges into surface waters.

e The Watershed Management Bureau. This Bureau includes several programs, including:

o

Lakes and Rivers Management for planning and management functions related to
the lakes and rivers of the state, including the Designated Rivers Program and the
Instream Flow Program,;

Watershed Assistance Section which includes nonpoint-source pollution and
watershed protection initiatives, including education and outreach, and financial
assistance for local initiatives and restoration projects through Section 319 Grants;

Water Quality Planning which includes on-going water quality testing of the state’s
rivers.

The Biology Section which monitors aquatic biota including exotic fresh-water
weeds. This section also includes the Limnology Center, which conducts biological
testing of aquatic biota to monitor ecologic health.

Volunteer River Assessment Program (VRAP) and Volunteer Lake Assessment
Program (VLAP) which use volunteer monitors to collect water quality data from
NH rivers and lakes and the Weed Watchers Program for Exotic Aquatic Species,
both of which also rely upon volunteer-generated data.

Shellfish Program which ensures that the state’s shellfish are safe for consumption
by those who enjoy harvesting these public resources.

e The Dam Bureau which operates and maintains an extensive network of state-owned dams,

reviews applications to construct dams, and inspects all dams for safety.

e The Water Resources Bureau which manages the water resources of the state, including

extensive data gathering, such as snow-pack measurements and river and lake water levels.

e The Winnipesaukee River Basin Bureau which operates the Winnipesaukee River Basin

Wastewater Treatment Plant, an 11.5 million-gallon-per-day (design flow) wastewater
treatment plant covering most of the developed areas around Lake Winnipesaukee and
Winnisquam and the Winnipesaukee River downstream of the Lakes.
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CHAPTER 3 QUALITY SYSTEM COMPONENTS

3.1 OVERVIEW OF DES’S QUALITY SYSTEM

The DES quality system consists of the people, functions, tools and procedures used to improve and
assure the quality of data generated for data users and decision-makers for the programs identified in
Section 2.1. The DES quality system encompasses, and is applicable to, all aspects of its
environmental data operations, as described in Sections 2.1.2 through 2.1.5.

This QMP is the main guidance document at DES to ensure that environmental programs (whether
they are located within DES, or are working with DES programs under a variety of arrangements
including on a contractual or volunteer basis), produce the type and quality of results needed and
expected, in particular, that all environmental data collected, generated and used will be scientifically
valid; of known precision and accuracy, completeness, representativeness, and comparability; and
legally defensible. Because DES interacts with many federal, state, and local government agencies,
environmental groups, universities, volunteer groups, and many other organizations in order to
maximize efforts to protect and enhance public health and the environment in the state, this QMP also
includes guidance on assuring that data generated by these outside parties meet DES’s data needs.

Implementation of the DES QMP is the responsibility of staff throughout the Department, with the
guidance and support of the DES Senior Leadership Team, the QA Manager and QA Team, as well as
program managers. Based upon the provisions contained in this QMP, staff are fully informed and
trained as to how their activities affect data quality issues and what they must do to help produce
quality data. The procurement of items and services associated with environmental programs is carried
out in accordance with this QMP. Quality-related planning and implementation tools, such as Data
Quality Objectives (DQOs), Quality Assurance Project Plans (QAPPs), Standard Operating Procedures
(SOPs), and general document and records control are applied as described in this QMP.

Additionally, the “DES Quality Assurance System Implementation Guidance for Program Managers”
(Implementation Guide) provides information tailored specifically to help DES’s program managers.
The Implementation Guide, the DES QMP, and other related information are posted on DES’s
Intranet site. The Implementation Guidance is included in this document as Appendix H.

By January 31 of each year, the QA Manager, with the assistance of the QA Team, will prepare a
Quality Assurance Status Report covering the previous year. Detailed information on the extent of
the QMP review (including a phased approach during the early implementation stages of DES quality
management system) and the contents of the Quality Assurance Status Report is presented in
Chapters 9 and 10 of this document. The DES QA Manager will provide a briefing to the DES
Senior Leadership Team and identify any quality areas requiring improvement. The Commissioner
and Assistant Commissioner have final review and approval authority for the report. The report will
be maintained on file with the QA Manager and will be available to USEPA upon request.

The QMP will be reviewed annually to ensure that all information contained within it is relevant and
up-to-date. Any necessary QMP revisions will be made, and the document will be submitted to
USEPA, along with the annual Quality Assurance Status Report. Five years from the date of approval
of this QMP, the QA Manager and Team will undertake a complete review of the document and submit
a revised QMP to USEPA for approval.
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Each environmental program at DES will have a copy of the approved QMP on file. The approved
QMP will also be posted on the DES Intranet for ease of access by program managers and others.
Program-specific quality documents will also be posted on the DES intranet for staff use.
Implementation of the quality assurance system will be incorporated into the appropriate Performance
Partnership Agreement and Comprehensive Action and Assessment Planning documents for each
environmental program.

3.2 QUALITY ASSURANCE MANAGER

The Quality Assurance (QA) Manager serves as coordinator for all matters relating to Quality
Assurance policies and procedures. The QA Manager chairs the QA Team, that, in consultation with
the Assistant Commissioner, administers DES’s quality assurance and control processes. The QA
Manager must have the training necessary to carry out quality assurance oversight, activities, and
reviews.

The QA Manager maintains independence and impartiality of the data quality review. This individual
has direct access to the Senior Leadership Team in order to communicate: 1) findings from reviews
and audits; 2) status of the QMP; 3) problems with QA operations; 4) clarification and/or guidance on
QA issues; and 5) resolutions to QA issues that may be in conflict with other management guidelines.
This individual has no data gathering or reviewing responsibilities that would lead to a possible
conflict with the QA Manager role.

3.3 QUALITY ASSURANCE TEAM

The mission of the QA Team is to implement the DES’s goal of assuring the quality of environmental
information used for decision-making. To achieve this goal, the QA Team must:

e Increase quality awareness and quality consciousness and commitment throughout DES;
e Provide appropriate training to all relevant staff; and
e Assure that all procedures related to data quality are properly observed and documented.

The DES QA Manager and the QA Team have the overall responsibility for assessing the procedures
that are implemented throughout the Department to determine whether they are in compliance with the
QMP. Representatives of the various programs will, as a part of the QA Team, provide assistance to
the QA Manager on both technical matters and policy matters. Specifically, the QA Team assists the
QA Manager to:

e Oversee the implementation of the QMP, and to ensure that program managers and staff
understand and implement applicable quality assurance procedures;

e Provide timely information on the status of the Quality Management System to DES’s Senior
Leadership Team;

e Serve as the liaison between the DES and the QA staff at USEPA Region I on Quality
Assurance/Quality Control (QA/QC) matters;

e Provide interpretations of DES QA/QC policies and ensure that data policies and procedures
are consistent with the USEPA requirements and DES goals;

e Coordinate the reviews, assessments, and audits that are identified in the QMP;

e Provide technical assistance to support program staff with implementing the QMP;

e With program managers, develop guidance on QA/QC issues for use in DES; and
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e Resolve any disputes that may arise regarding quality assurance issues within or between
various DES units.

The QA Team is the quality assurance resource for DES as a whole. It is anticipated that Team
membership will change as circumstances dictate. The QA Team is comprised of individuals who
have been identified by the DES Senior Leadership Team as qualified and available to serve as
representatives of various programs. These individuals have varied responsibilities depending on
which programs they represent. The current members of the DES QA Team are listed in Appendix D.

3.4 QUALITY SYSTEM TOOLS

The following are the primary tools utilized in DES’s Quality Management System:

Overall, this Quality Management Plan;

An Environmental Data Quality Policy (see Section 1.2);

The Implementation Guide (see Appendix H);

A description of relevant DES programs and activities covered by the quality assurance
requirements outlined in this QMP (see Sections 2.1.2 through 2.1.5);

An organizational structure to assure accountability (see Chapter 2);

Designated roles and responsibilities of those involved with quality assurance functions, in
particular, the DES Quality Assurance Team (led by the DES Quality Assurance Manager),
and DES Program Managers (see Chapter 2 and Sections 3.2 and 3.3);

Communications processes (internal, external, confidential and non-confidential);
Requirements and specifications, such as state and federal statutes, DES rules, federal
regulations, Performance Partnership Agreements, grant work plans, Performance
Partnership Grants, and contracts;

Quality assurance planning tools, including strategic and organizational plans, project and
program-specific quality assurance project plans (QAPPs), and similar documents such as
sampling and analysis plans (SAPs), site specific plans (SSPs), and data quality objectives
(DQOs) (see Chapter 8);

Quality assurance implementation tools, such as SOPs, training requirements, procurement
procedures, and record keeping requirements;

Annual quality assurance assessment and response tools, including quality system audits,
Quality Assurance Status Reports, corrective actions, data quality assessments, and
performance evaluations (see Chapter 9); and

Management assessments (see Chapter 10).
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CHAPTER 4 PERSONNEL QUALIFICATION AND TRAINING

DES recognizes that the quality of data it collects and manages is dependent upon the qualifications
and levels of proficiency of DES staff and citizen volunteers who handle the data. DES’s adherence
to set procedures that define and control staff hiring and training, and adherence to its training
requirements for volunteers, assures that staff members and volunteers are sufficiently qualified and
proficient.

4.1 GENERAL STAFF QUALIFICATIONS AND PROFICIENCY

Administration of activities pertaining to staff qualifications and proficiencies of state agency
employees are dictated by the New Hampshire Code of Administrative Rules of the Division of
Personnel, Chapters Per 100 through 1500, adopted April 21, 1998. These fall under the statutory
authority of RSA 21- 1:43, II. Supplementing these rules are three Technical Assistance Manuals
describing procedures that are followed pertaining to certain aspects of personnel management. These
are Technical Assistance Manual Chapter I — Classification, Technical Assistance Manual Chapter 11
— Recruitment and Certification, and Technical Assistance Manual Chapter III — Examinations. The
Division of Personnel, located at 25 Capitol Street in Concord, NH, holds copies of all these
documents. Per 301.1 further requires that the Division of Personnel have a Personnel Classification
Plan, which consists of a complete set of published class specifications and the evaluation plan and
point factors used to write class specifications. DES also holds a reference copy of the current rules of
the Division of Personnel.

Personnel qualifications are set under New Hampshire Code of Administrative Rules Chapter Per 300,
which addresses both general job classification descriptions and job-specific qualifications specified
under supplemental job descriptions. The Division of Personnel establishes the class specifications.
Supplemental job descriptions for the DES positions are produced by a collaborative effort between
DES and the Division of Personnel, ensuring DES’s input in establishing the personnel qualifications
for each of its positions. DES maintains a file of all current classifications and associated
supplemental job descriptions.

Together, these documents prescribe a tightly-controlled process of defining job responsibilities and
establishing qualifications (i.e., experience, education, etc.), certifying that candidates meet those
qualifications (all job applications must be certified by DES Human Resources Staff as meeting the
minimum qualifications), and screening candidates through the prescribed examination and interview
processes.

Further, the personnel rules define procedures that address the manner and frequency of evaluations to
ensure that personnel performance continues to meet the standard required of the position.

Personnel rules, however, are only part of the process through which DES ensures continued
proficiency of its staff. DES provides in-house training and provides for staff participation in other
training, such as local and regional workshops. Also, certain activities are subject to review by others
to ensure that DES’s interests are not compromised by procedural errors. For example, a wetland
inspector’s Letter of Deficiency will be reviewed by the enforcement supervisor to ensure the integrity
of all lines of evidence and other aspects of the inspection process. Shortcomings are thus identified
early and are brought to the attention of the inspectors so that they may be avoided in the future.
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4.2  VOLUNTEER QUALIFICATIONS AND PROFICIENCY

Volunteers perform an integral role in collecting data for various programs at DES. In order to ensure
that DES volunteers are qualified to perform their data collection efforts, all volunteers are required to
attend an annual DES-led training session pertaining to their particular collection effort. The
documentation of this training attendance serves as the qualifier for all DES volunteers involved in
data collection efforts. Data collected by volunteers who did not attend an annual DES training session
is not accepted by DES, unless a qualified DES volunteer closely supervised the untrained volunteers
in the collection efforts. The proficiency of the volunteers should be assessed as part of the program’s
normal annual review.

Volunteers also play a critical role in USEPA-funded projects that require QAPPs. If volunteers
collect data as part of a QAPP-required project, the qualification and proficiency requirements will be
specified in the USEPA-approved QAPP. Program managers should refer to The Volunteer Monitor's
Guide To Quality Assurance Project Plans, USEPA 841-B-96-003 September 1996, or later edition.

4.3 TRAINING PROGRAMS - GENERAL

Program managers are responsible for evaluating positions, determining the need for training or
certification, and ensuring that staff (and volunteers) performing work be trained and qualified based
on project-specific requirements prior to the start of the work or activity. Program managers are also
responsible for providing sufficient opportunities for staff to obtain any required training and
certifications. In addition to maintaining accurate staff training records (as described below in Section
4.5 — Training Tracking), program managers should also document suggested or required minimum
training needs by updating existing Supplemental Job Descriptions (see Section 4.1) and/or by creating
a separate document recording such information.

DES personnel typically undergo training of various types. These include orientation of new
employees, on-the-job training, in-house training, training conducted by the Division of Personnel’s
Bureau of Education and Training, participation in regional technical training programs involving
USEPA Region 1 and other states in the region, and national training programs involving USEPA,
other federal agencies, Non-Profit Organizations (NPOs) and Non-Governmental Organizations
(NGOs).

DES program volunteers are required to attend training sessions designed by DES program managers.
Other training activities may also be made available by the program managers as they see fit.
Volunteers will also be encouraged to attend training activities sponsored by other agencies, NPOs and
NGOs.

4.4 TRAINING PROGRAMS - QUALITY ASSURANCE

Program Managers and DES staff are encouraged to draw upon their educational background,
experience, professional training, conferences, and on-the-job training to enhance their understanding
and performance of quality assurance-related procedures. Records shall be kept of all quality
assurance training attended.

The DES QA Manager may arrange or alert staff to courses that are available to satisfy staff quality
training needs. The DES QA Manager and the QA Team should participate in quality assurance
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training courses (offered by USEPA and others), in order to enhance their knowledge and
understanding of quality assurance issues, including techniques on implementation of effective quality
management systems.

To ensure that DES staff members are aware of the importance of quality assurance and control, as
well as DES’s commitment to building and maintaining an effective quality management system, all
current employees will be made aware of, and all appropriate personnel will be required to read, the
DES Environmental Data Quality Policy and this QMP, both of which will be posted for easy access
on the DES Intranet Site. In the future, all appropriate new staff will be required to read the plan
during their orientation period.

4.5 TRAINING TRACKING

DES personnel training is tracked by including records of training programs attended in employee
personnel files maintained by DES’s Human Resources Unit. Program managers are responsible for
ensuring that training records are forwarded to DES’s Human Resources Unit in a timely manner, and
that each employee’s training file is kept up-to-date. Further, New Hampshire Code of Administrative
Rules of the Division of Personnel, Per 1501.03 requires copies of training records for state training
and workshops (i.e., training offered by the Division of Personnel, Bureau of Education and Training)
attended by an employee to be placed in the employee’s permanent personnel record that is kept at the
Division of Personnel.

DES program managers will track their volunteers’ training efforts and maintain records of that
training within their own program files. It is not necessary to forward volunteer training records to the
DES Human Resources Unit.
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CHAPTER S PROCUREMENT OF EQUIPMENT, SUPPLIES AND
SERVICES

5.1 PROCUREMENT OF EQUIPMENT AND SUPPLIES

DES is subject to a both state and federal requirements regarding the procurement of equipment and
supplies. On the federal side, DES must comply with 40 CFR (Code of Federal Regulations) 33 —
Procurement Under Assistance Agreements. The New Hampshire Department of Administrative
Services, Division of Plant and Property Management, Bureau of Purchase and Property is the state
agency responsible under authority of RSA 21-I for the purchase of all equipment and supplies for use
by state agencies. Equipment and supplies are ordered in accordance with the requisitioning agency’s
specifications which are submitted in conformance with the provisions of N.H. Code of Administrative
Rules Adm — Sections 100 - 400 and 600, Plant and Property Management Rules. DES staff
requesting the purchase of equipment and/or supplies are responsible for ensuring that the equipment
or supplies being ordered will meet their quality needs. They must prepare an internal requisition
form, obtain signatures from supervisory and other staff as appropriate (e.g., Information Resources
Management Unit staff must review and approve all computer software and hardware-related
purchases — See Chapter 7, “Computer Hardware and Software),” and then forward it to the Accounts
Payable Purchasing Section within DES. Accounting staff prepare a formal requisition form and
forward it to the Bureau of Purchase and Property. The requisition form contains specifications on the
quality and performance of the item(s) being purchased (after review and signature by the supervisor
responsible for oversight of the project), as well as others involved in the in-house approval process, as
described above. DES staff work with the State’s Purchasing Agent to ensure that all items ordered
and received meet the required specifications as identified by the agency, and work with the
Purchasing Agent to rectify any discrepancies that may occur.

In cases where equipment or supplies are being ordered for the first time, program managers may
choose to survey their counterparts in other agencies or states engaged in comparable activities to
ascertain useful information regarding specific equipment or vendors. This information can be used
effectively when writing order specifications to limit vendor responses to those that are of the most
interest and who are capable of supplying the best product for the task at hand. The Internet is also a
useful tool that a project manager may use to see what is available prior to entering a procurement
process.

The DES Facilities Services Section within the Administrative Services Unit of the Commissioner’s
Office is primarily responsible for tracking packages that arrive at DES’s shipping dock. Packages that
arrive through regular mail or that are directly delivered to staff or dropped off at the main DES
Information Desk, while outside of the direct control of Facilities Services staff, are still tracked as
described below. At regular intervals, Facilities Services staff visit the shipping dock to conduct an
inventory of received goods. This is done by reviewing the packing slips, doing a general inspection
of the packages, and recording relevant information (e.g., vendor details, item number, number of
packages, quantity, unit, detailed item description, date received and any comments on the condition of
the packages) on a standard “Receiving and Inspection Report” (RIR) form. The packages, along with
any packing slips or invoices, are then delivered to the appropriate requesting staff. Within one week,
all staff in receipt of packages (regardless of how they came into the Department) are expected to
inspect their order for completeness and to determine if the purchased items are undamaged and in
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working order. Full acceptance of the order is usually indicated by dating and signing the packing slip
or invoice, providing an appropriate account number, and forwarding the information to Facilities
Services. The information is then cross-referenced with the RIR form and acceptance of the order is
indicated. Once the order has been accepted and approved, Facilities Services staff provide a copy of
the RIR form and/or signed packing slip or invoice to Accounts Payable staff where arrangements are
made (in the form of a payment voucher) to pay the vendor. All information is entered into the State’s
Integrated Financial System (IFS). All payments require final approval by the Business Administrator
of the DES Administrative Services Unit.

Any issues associated with orders are handled directly by the requesting staff. In this case, within one
week, Facilities Services should be notified that there is a problem with the order. With this
information, the order (or a particular item) is listed as rejected on the RIR form. A rejection notation
on the RIR halts payment to the vendor until the issue is effectively resolved.

The RIR form is an important tracking tool for received goods. Each day, staff from Facilities
Services sends out e-mail reminders to staff for unconfirmed orders dating back one week. Staff are
reminded to inspect their orders and to let Facilities Services know (via a signed, dated packing slip or
invoice) if the order is complete, undamaged, and if arrangements for payment should be made.

5.2 PROCUREMENT OF SERVICES

In the design of an environmental sampling plan or project it may become necessary to outsource
services, that is, to contract with another state agency, organization, or private company to provide
support services. As an environmental monitoring or sampling program is designed, specific, objective
criteria will be used in evaluating and ultimately selecting an outside agency, organization, or company
to provide the support services needed to carry out the project, (e.g., analytical services which require
facilities and equipment beyond the in-house capabilities of DES.) A survey of agencies that are
performing similar projects may be conducted to generate a potential vendor list which can then be
used to screen vendor qualifications and competence. This information can be used to identify vendors
who have already been certified by other agencies to perform the kinds of services being sought. This
can expedite the vendor selection process because it is likely that a vendor who is already providing
similar required services will have quality assurance procedures in place that can be “customized’ to
meet the needs of the DES program.

As with equipment and supplies, the process for procuring services is controlled by Federal regulations
and by State statute and rules. The references of the major laws and regulations are as follows:

e 40 CFR Part 33 - Procurement Under Assistance Agreements
RSA 21-1:22 - Procurement of Engineering Services
e Part Adm 311.07, N.H. Code of Administrative Rules - Service Contracts

40 CFR Part 33 outlines the general federal regulations for procuring all types of services and material.
State laws and regulations give more specific requirements.

RSA 21-1:22 deals specifically with the procurement of engineering services. In summary, this
process involves issuing a request for proposal (RFP), rating each firm that responds (using any
necessary quality-based criteria), selecting a short list of qualified firms, evaluating these potential
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contractors via project presentations, and conducting final negotiations with the highest-ranked firm.
In this manner, DES ensures that professional services will be provided with appropriate quality, and at
a reasonable cost.

Part Adm 311.07 outlines the process for obtaining approval of service contracts through the N.H.
Department of Administrative Services and the N.H. Governor & Council. See Appendix F for a copy
of a standard State Contract with terms/conditions and sample exhibits included.

DES program managers initiate the procurement process by following the requirements of the above
laws and regulations. It is the program manager’s responsibility to write the scope of services for the
contract (typically provided with the standard state contract as “Exhibit A — Scope of Services”) to
ensure that the vendor selected will be able to perform the desired services in conformance with
specific regulations, methods, technical manuals or quality assurance procedures applicable to the
project. It is also the program manager’s responsibility to monitor the contractor throughout the
contract period to make certain that the work is being performed (and satisfactory work products are
being produced) to the standards specified in the scope of work. This is also accomplished by making
contract payments, (as required as part of standard state contracting procedures in “Exhibit B —
Payment Schedule”), contingent upon inspection and review of expected work products and outputs. If
the work products or outputs are deemed satisfactory by the responsible program manager, the
contractor invoice is dated and signed, an account number is provided, and the invoice is sent to the
appropriate accounting staff depending on if the contract is based on federal or state funds. Any
unique aspects of the contract are included as “Exhibit C — Special Conditions.”
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CHAPTER 6 DOCUMENTS AND RECORDS

6.1 DOCUMENTS AND RECORDS OVERVIEW

Each program within DES shall maintain a document and records system to suit its particular
circumstances that complies with all applicable requirements. The system shall produce unequivocal,
accurate records that document all program activities.

In general, data will be retained by the DES program that generated it. The data is usually kept in the
site/case file or electronic database. For laboratory tests, the laboratory will keep its own separate
record of the data.

It is preferable for data to be recorded in both paper and electronic form, although this may not be
possible in all cases. Electronic data should be converted and/or updated to newer versions or
technologies at least every three to four years so that the data is always in a readily retrievable format
that has kept pace with ongoing information technology software and hardware advances.

Records must be kept in such a way that they can be retrieved. Each program will determine its own
filing system, but ease of retrieval must be the goal. This applies to both paper and electronic files. If
security is an issue, tools such as locks and passwords should be used. Hiding files is not proper
security, and is not allowed.

Keeping needless multiple copies of data is discouraged in the interest of saving space and paper. In
general, each program should only have one copy of any data set.

It should be noted that handling of documents used to support enforcement cases are subject to
separate requirements. See Appendix G for Chapter V of the DES Compliance Assurance Response
Policy (http://www.des.nh.gov/legal/carp/carp-ch-5.pdf).

6.2 RETENTION OF DATA

All data should have a documented retention schedule. Some DES programs will need to keep data in
perpetuity. Some programs have specific statutory or regulatory requirements for record retention.
Other programs do not have any program-specific or other statutory/regulatory data retention
requirements. In all cases, a data retention decision must be made, and it must be recorded.

Where a program manager determines that specific data is of extremely high value, a copy should be
made and stored in a separate building. Program managers should be aware that this is sometimes
done in the course of business. For instance, when a case is referred to the NH Department of Justice
(DOJ) for enforcement assistance, a copy of the file is physically sent off-site to the DOJ office.
Program Managers should keep records as to the exact disposition and location of the data deemed of
such high value.

6.3 PAPER-BASED RECORD-KEEPING SYSTEM

a. The records shall clearly indicate the date of the field observation, sample collection,
sample preparation, equipment calibration or testing, and other related activities.
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The records shall include the identity of personnel involved in making observations,
collecting field data, sampling, preparation, calibration, or testing.

The record-keeping system shall facilitate the retrieval of all working files and archived
records for inspection and verification purposes.

All documentation entries shall be signed or initialed by responsible staff. The reason for
the signature or initials shall be clearly indicated in the records such as “sampled by”,
“prepared by”, or “reviewed by”.

All generated data except those that are generated by automated data collection systems,
shall be recorded directly, promptly, and legibly in permanent ink.

Entries in records shall not be obliterated by methods such as erasure, overwritten files, or
markings. All corrections to record-keeping errors shall be made by one line marked
through the error and initialed. These criteria also shall apply to electronically maintained
records, where applicable.

6.4 COMPUTER AND ELECTRONIC DATA REQUIREMENTS (See Section 7.6, “DATA
ENTRY FOR DES DATABASES”)

a.

All computer software must have documentation associated with it and must be adequate
for its intended use. The DES Information Resources Management Unit within the Office
of the Commissioner is responsibility for cataloging and maintaining proper documentation.

Procedures must be established and implemented for protecting the integrity of data; such
procedures shall include, but not be limited to integrity of data entry or capture, data
storage, data transmission, and data processing.

Necessary environmental and operating conditions must be maintained to ensure that
computer and automated equipment functions properly and that the integrity of calibration
and test data is not compromised.

Procedures must be implemented for maintaining the security of data, including the
prevention of unintended deletion and unauthorized access to, and amendment of, computer
records.

6.5 RECORD MANAGEMENT AND STORAGE (See Sections 6.2, “RETENTION OF
DATA”, and 7.8, “NETWORK MANAGEMENT, DATA BACK UP, AND DATA
RECOVERY PROCEDURES”)

a. Records shall be maintained in a safe, secure, and retrievable manner.
b. Records stored only as electronic media must be supported by the hardware and software
necessary for retrieval.
c. Records should be saved to the DES network, not to local hard drives, to ensure that the
data will be backed up to tape.
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d.

.

Records that are stored or generated by computers shall have hard-copy or write-protected
back-up copies

Access to archived information shall be documented with an access log.

6.6 QUALITY SYSTEM DOCUMENTS & DOCUMENT CONTROL

a.

All controlled documents (i.e., those covered under the document control aspect of the DES
Quality System) related to DES’s quality system, including this QMP, will be posted on
DES’s Intranet.

Controlled documents typically include the following:

1) The DES QMP;

2) All QAPPs; and

3) All other monitoring, sampling or analysis plans, and SOPs developed under the
QMP.

The reports of programs’ annual reviews and the QA Manager’s annual Quality Assurance
Status Report are not considered ‘documents’, and therefore will not be posted on the DES
Intranet.

As experience and circumstances dictate, additional documents or classes of documents or
records may be added to the list of controlled documents.

After drafting by program personnel, with assistance as needed by the QA Team, all
controlled documents must be approved by the QA Manager before use.

When a document is updated, following approval of the updated document by the QA
Manager, and if necessary, by USEPA, the most recent copy of the document will be
distributed to program staff. Electronic distribution is encouraged. All previous, outdated
versions of the document will be discarded, except that the QA Manager will retain one
electronic or hardcopy of all obsolete documents for archive purposes.

The Program Manager has the responsibility for distributing updated documents within the
program. Appropriate staff distribution lists should be documented and maintained. The
QA Manager has the responsibility to ensure that documents posted on DES’s Intranet are
the most updated version.

The Program Manager also has the responsibility for ensuring that their staff uses the most
recent documents. Obsolete documents must be removed and destroyed, except for the
single copy kept by the QA Manager. Electronic document control is very useful in this
regard; it should be used whenever possible.

All controlled documents will be marked with a revision date, using a footer at the bottom
of each page of the document.

The QA Manager will retain copies of the annual Quality Assurance Status Reports and of
the programs’ annual reports.
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CHAPTER7 COMPUTER HARDWARE AND SOFTWARE

This chapter describes how DES manages its computer hardware and software to ensure that it
supports environmental data quality needs of programs throughout the Department. Computer
hardware and software issues covered under this section, include, but are not limited to, design, data
handling, data analysis, modeling of environmental processes and conditions, operations, and data
bases containing environmental data.

Note: The Information Resources Management Unit no longer exists within DES as it previously did
due to the fact that in early 2003, the State of New Hampshire went through a centralization of
Information Technology resources and is now fully reorganized under a new Governor’s Office of
Information Technology (OIT). OIT is currently in the process of developing new relationships with
each agency’s previously separate information technology infrastructure. While the reorganization has
been completed and is wide-spread, the general quality assurance-related information technology
functions and processes described in the pertinent QMP chapters remain largely the same. The next
QMP annual review (in 2004) will include a more detailed and up-to-date description of the final
impacts of the OIT reorganization.

7.1  DES STRATEGIC INFORMATION TECHNOLOGY PLAN

As described in DES QMP Section 2.1.2.1, the Department’s Information Resources Management Unit
(IRMU), organizationally located within the Office of the Commissioner, is responsible for all
computer hardware and software and related issues, including purchase, installation, maintenance,
technical support, and database development. IRMU must operate under statewide policies and
procedures for computer equipment and use as required by the New Hampshire Department of
Administrative Services, Division of Information Technology Management. Specifically, IRMU’s
activities are directed by the DES Strategic Information Technology Plan (SITP), SFY 2002-2005, or
later version, which is located on the DES Intranet.

In 1997, DES drafted a new five-year strategic information management plan to build a framework for
the migration of its information management systems and to take a more systematic approach to
improving the manner in which environmental information was managed. The DES SITP, building
upon the 1997 and 1999 SITPs, contains the same five broad goals, as follows.

a) Improve DES effectiveness by further analyzing environmental information;

b) Improve environmental measurement and performance;

c) Facilitate public access to environmental information;

d) Improve the management, coordination, and measurement of agency programs; and
e) Reduce the reporting burden on the regulated community.

The DES SITP provides a comprehensive summary of current IT services throughout the agency, and
documents a systematic and integrated plan to improve guidelines for agency development of
information systems, reduce barriers to information sharing, and optimize the Department's use of IT
resources.
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The Department maintains an Information Management Steering Committee comprised of an
administrator from each Division. This committee, along with the IRMU Administrator, reviews and
approves recommendations for information system changes to support the vision, mission, and guiding
principles of the DES Strategic Plan. This committee, along with a team of senior management staff,
is committed to provide direction and guidance to IT planning and to supporting this agency’s business
needs with cost-effective IT solutions.

7.2 IRMU SERVICES

IRMU provides both centralized and decentralized functions. Administrative and technical service
functions are typically operated and located directly within the central IRMU infrastructure. However,
a number of IRMU staff are assigned to provide dedicated technical and database development support
to a particular user group (at the Division, Bureau, Section, or Program level) within the Department.
Providing dedicated staff to specific user groups allows for more direct, timely, specialized, and
efficient customer service for these user groups, each of which have unique computer hardware and
software needs.

7.3 IRMU HELP DESK

In May 2000, IRMU instituted a Department-wide Help Desk system which includes a voice and e-
mail user interface and an associated Oracle-based database system for tracking, responding to, and
completing all requests for software- and hardware-related issues. This database system allows all
technical inquiries and purchase questions to be centrally managed and processed in an efficient
manner. By tracking problems, solutions, and requests, the system also facilitates the transfer of
knowledge to technical support staff who can be more responsive to end users. The Help Desk, in
combination with centralized hardware and software acquisition, hardware and software compatibility,
database development, and data backup procedures described below, have resulted in an efficient
system that helps to ensure that any hardware or software issues, or other issues related to changing
needs or problems can be effectively addressed.

7.4 HARDWARE AND SOFTWARE ACQUISITION

Hardware and software purchases and contracting for IT services at DES must be done in accordance
with IRMU procedures as well as those listed in Chapter 5 above. The IRMU’s purchasing
procedures, as well as two documents titled, “DES PC Specifications” and “Recommended Products,”
can be found on the DES Intranet for easy access. Two related IT policies, “Computer Hardware
Policy” and “Computer Software Policy” are also located on the DES Intranet site. In addition to
meeting all the requirements set forth in the SITP, and the computer hardware and software-related
policies, all hardware and software purchased by DES must follow the requirements set forth in the
current State computer contract. As a general rule of thumb, all hardware and software purchases, as
well as installation and maintenance are fully subject to internal control, review, and approval by
IRMU.

The purchasing process begins with the requesting staff seeking assistance from the DES Help Desk
and/or the IRMU staff assigned to their particular bureau, section, or program for the purpose of
ascertaining specific data quality and system performance needs. Once the data quality and system
performance needs have been determined, the requesting staff must provide written documentation of
their need for computer hardware and/or software. Such documentation shall consist of an acquisition
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form and will provide information on the following items: 1) Description of the item to be acquired;
2) Need and justification for the acquisition; 3) Total cost of the purchase; 4) Compatibility with
existing hardware and software; 5) What training will be required to make effective use of the
technology; and 6) What alternatives were considered. Once all of this information has been
gathered, the requesting staff must get Division Director approval for the acquisition.

If the acquisition is less than $5,000, the IRMU Administrator, IT Systems Manager, or Development
Manager will review the request to ensure conformance with DES’ SITP, to confirm that minimum
hardware specifications have been met, and that all required information has been submitted, and then
forward it to the DES Administrative Services Unit for processing of the order. See Section 5.1 of this
QMP, “Procurement of Equipment and Supplies”.

If the computer hardware or software purchase is over $5,000, the IRMU Administrator, IT Systems
Manager, or Development Manager must review the DES SITP, to determine if the purchase is in
alignment with the projects outlines in the SITP, and also must make a recommendation to the IRMU
Administrator (if not initially reviewed by the same) to approve or disapprove the acquisition. For
purchases over the $5,000 threshold, final approval must be granted by the Division of Information
Technology Management (DITM) via a standard justification procedure. IRMU prepares the DITM
request for approval packages for all requesting divisions, bureaus, sections and/or programs and
forwards them to the DITM. Once such approval is granted, the purchase request will be forwarded by
IRMU to the DES Administrative Services Unit for processing.

Upon receipt of the acquired hardware and/or software, it will be barcode labeled or given a DES
identification tag, and added to the Department’s inventory. IRMU IT Systems staff will coordinate
the proper setup and/or installation of all hardware and software purchased, and will ensure that related
warranty and registration information has been properly processed. Software and associated
documentation are typically stored and maintained by IRMU.

7.5 MEETING DEPARTMENT STANDARDS AND USER DATA REQUIREMENTS FOR
HARDWARE AND SOFTWARE

As described above, there are several procedures already in place to ensure the all hardware and
software purchased or used at DES meets minimum performance and compatibility standards. As an
integral part of these procurement procedures, requesting staff will meet with appropriate IRMU staff
(i.e., those staff assigned at the Division, Bureau, Section, or Program level) to discuss in detail
individual performance and data quality needs. This internal consultation will also take place in those
instances where software will not necessarily be purchased, but received from outside organizations
such as the USEPA for in-house use. Regardless of how the hardware or software is procured, the
results of this internal consultation are to be documented in order to ensure that specific user needs
have been met.

An important function of IRMU is the development of customized in-house applications throughout
the Department. These databases are diverse and essential to Department operations. They serve
internal administrative needs (e.g., accounting, time allocation, staff leave, etc.) as well as specific
environmental program needs. Many DES programs could not function without these databases, most
of which manage key environmental information such as ambient and point-source monitoring data,
modeling data, permit and inspection activities, enforcement case tracking, site-specific conditions,
site-specific clean-ups, etc. Many of these databases allow for, and require communication with, a
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number of databases and systems outside of the Department for the purpose of uploading and
downloading data with environmental databases managed by the USEPA.

Upfront and on-going communications between Program Managers and assigned IRMU staff is
essential to make sure that any new application developed internally fully meets the end user’s data
quality and system performance needs. The Help Desk system and dedicated IRMU staff are resources
that will ensure that those applications are maintained, updated, and otherwise continue to deliver the
level of service, functionality and quality data desired.

7.6  DATA ENTRY FOR DES DATABASES (See Section 6.4)

Programs must have procedures in place to ensure that errors or inconsistencies are minimized or
eliminated during data entry into the many DES computerized data systems. Each computerized data
system, which is uniquely designed to handle data specific to a particular program, may have built-in
mechanisms to screen for valid data and appropriate data relationships. If not, procedures must be in
place, and staff training provided, to ensure that program staff are able to effectively evaluate the
quality of the data being entered and to spot and correct potential errors or inconsistencies. Specific
procedures and processes for assuring accuracy and timeliness of data entry will vary with each
program.

7.7  PROCURING INFORMATION TECHNOLOGY-RELATED SERVICES

Procuring IT-related services essentially follows the procedures outlined above for “Hardware and
Software Acquisition, Section 7.4, in combination with those described in Section 5.2, “Procurement
of Services.” Program staff must consult with IRMU staff to determine project needs and
specifications. A formal request and approval process is already in place, with checks and balances
being provided by IRMU, the Division of Information Technology Management, and depending on the
dollar amount and type of requested service, DES Commissioner and/or New Hampshire Governor and
Council sign-off.

7.8 NETWORK MANAGEMENT, DATA BACK UP, DATA RECOVERY PROCEDURES,
AND VIRUS PROTECTION

Section 5.4 of the DES SITP - “Business Continuity Plan” provides specific operating procedures to
help minimize the loss of key electronic data across the many important databases throughout the
Department. These procedures include how frequently the back up functions should be performed and
how the back up tapes and other data retrieval methods are to be handled, labeled, and stored, both on-
site and off-site, all in an effort to have, within a worse case scenario, no more than one work day’s
worth of data loss. The DES SITP outlines the Department’s multi-tiered approach to disaster recovery
for data systems, including contingencies for both hardware and software failures due to power
interruption and other scenarios. Finally, IT staff maintains an aggressive computer virus protection
program, utilizing the most up-to-date virus protection software in order to keep the 650-user server,
desktop, laptop, and related peripheral network operating smoothly and safely and ensuring that key
data and systems remain uncorrupted.
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CHAPTER 8 PLANNING AND IMPLEMENTING QUALITY
PROCESSES

Planning and implementing environmental data operations must be done in a systematic way in order
to ensure that data or information collected are of needed and expected quality for their desired use.
Following such a process helps to ensure the ultimate success of any individual environmental data
operation. Included in this chapter is guidance on processes that program managers must follow before
and during data gathering or analysis.

Specifically, Chapter 8 presents an overview of the steps involved in the planning and implementation
aspects of DES’s Quality System (Sections 8.1 and 8.2). It also provides detailed descriptions on how
program staff are to address:

a) Data quality objectives (DQOs), including when documents such as QAPPs are needed
(Section 8.3);

b) Sampling (Section 8.4);

c) Field testing (Section 8.5);

d) Fixed laboratory testing (Section 8.6);

e) Environmental condition data (Section 8.7); and

f) Reporting of Results (Section 8.8).

It is recognized that in addition to planned and long-term routine environmental data operations, there
are also instances where the immediate need for a data operation arises from an unplanned event,
emergency situation, or some other cause that imposes a constraint on the amount of time available to
meet the requirements of the formal systematic planning process and the development and approval of
QAPPs and similar internal documents as described below. Staff shall use their best judgment in
determining the flexibility needed from the requirements of the following sections in these instances,
and document the decision in a memo to the file for that data operation.

8.1 PLANNING OVERVIEW

The primary DES documents used as planning inputs to the overall system are: 1) department-wide
and division-wide strategic planning work; 2) budget documents; 3) the Performance Partnership
Agreement (including a comprehensive set of workplans for all DES Divisions and Bureaus) and
Performance Partnership Grant with USEPA New England; 4) local, state, and federal rules and
regulations; 5) technical standards used by the various programs; and 6) the various QAPPs already in
place.

The key staff in the area of planning and implementing quality processes are the program managers
and the project managers that a program manager assigns to complete individual tasks. Using the
documents referenced above, and considering the goals of an individual project, the following steps
must be followed by program managers or their designees in planning any of the processes required by
this QMP.

The overall planning goal is to produce written documentation describing how the data will be
acquired, analyzed, evaluated, and assessed against its intended use and the quality performance
criteria. The form of this document will be program-specific. In some cases, memos to staff will
suffice.
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However, it may be necessary for the program manager to develop more specific quality assurance
documents. One of the most common such documents is the Quality Assurance Project Plan (QAPP),
which is typically required in USEPA-funded activities. QAPPS will be prepared in accordance with
this QMP and two relevant USEPA documents: a) USEPA Region 1 - New England Compendium of
Quality Assurance Project Plan Requirements and Guidance, October 1999, Final, or later edition;
and b) USEPA Requirements for Quality Assurance Project Plans, QA/R-5, March 2001, or later
edition). The QA Manager and Team are a resource to program managers tasked with developing
QAPPs and related documents. A QAPP should be considered when:

a) A funding agency requires it.

b) There are serious public health and/or environmental impacts.

c) A matter is under litigation, enforcement or a court-ordered schedule, and therefore may be
highly scrutinized.

d) A program is being implemented for the first time; or

e) The program has a research aspect.

DES programs that are required to develop QAPPs by EPA or other funding agencies, but have not yet
done so will provide the DES QA Manager with a development schedule and complete such QAPPs
following this schedule. All draft QAPPs must be reviewed and approved by the DES QA Manager
(via signature on the QAPP Approval Page) prior to submittal to EPA for final review and approval.
The Assistant DES QA Manager will conduct the required review and approval step in the event of the
DES QA Manager’s absence.

The QA Manager, in cooperation with the relevant program managers, is responsible for tracking the
development of any required QAPPs. An in-house QA tracking system (currently a table in Microsoft
Word format) is the tool for maintaining such information. Per DES’s agreement with EPA, the DES
QA Manager will coordinate and submit to EPA quarterly updates of the DES QAPP Inventory Table,
which currently includes detailed listings of all pending and completed QAPPs that DES is either
directly, or indirectly (i.e., under a grant and/or sub-contract arrangement), through a grant process or
other agreement.

This planning task can be done at two different scales, which are described in terms of QAPPs; the
Generic, or Program QAPP, and the Project-Specific QAPP. The Project-Specific QAPP is a single
planning document that covers all the QA issues for a single, finite project. This has been the most
commonly followed model.

However, a Generic or Program QAPP, can be useful. The Generic QAPP is useful when a program
knows it will be doing certain work tasks repeatedly. Groundwater sampling at Superfund sites is an
example — the actual sampling and testing is similar at all sites, so the planning document is prepared
once. This Generic QAPP can cover description of the program and its organization; general personnel
information indicating the types of positions/titles that will be assigned various tasks; data quality
objectives; documentation and record needs; data assessment and corrective action procedures; and
monitoring and sampling procedures. The Generic QAPP is reviewed for appropriateness annually and
has a five-year life span. Using Generic QAPPs can save a program much document preparation time
when the program knows that similar work will be repeated.

In this case however, for each individual project (or individual site) to continue the Superfund
example, another simpler document would be required. The purpose of this document, which is
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defined in DES’s QA System as a Sampling and Analysis Plan (SAP) or Site Specific Plan (SSP), is to
record the information for a specific job that is not included in the Generic QAPP. SAPs or SSPs will
be prepared by the Project Manager, in conjunction with the appropriate field staff, reviewed and
approved by the Program Manager prior to the fieldwork, and a copy retained in the program files. A
copy of the approved SAP/SSP will be sent to the DES QA Manager. The Project Manager is
responsible for communicating the SAP/SSP and other QA/QC requirements to other field sampling
staff that may be working on the project.

The SAP/SSP will reference its parent Generic QAPP. Deviations from, and stipulations not addressed
in the Generic QAPP, will be incorporated into the SAP/SSP. Additional information will be
considered and added on a case-by-case. Also, the Project Manager will be responsible to locate or
produce procedures for any deviations and stipulations, in particular, sampling and testing required for
a project that is not described in the Generic QAPP. SAPs/SSPs may include some or all of the
following information:

e Site information: Site map, sampling location plan, project description, and schedule;

e Personnel information: Name and/or title of the individuals conducting the work; and

e Site-specific variances: Any issue with the site that requires a variance form the work
anticipated and described in the Generic QAPP, (e.g., new analytes or media, new equipment,
etc);

As the SAP only applies to a specific project, like the Project-Specific QAPP, its life span is the same
as the project to which it applies. Therefore, when work is done under formal QAPPs, there are two
scenarios that can be followed: Either a Project-Specific QAPP, or a Generic QAPP and a site-specific
SAP, if necessary.

Regardless of the final form the planning document takes, (whether it be a required, formal project-
specific or generic program QAPPs or a DES-only quality assurance document) it will fulfill
requirements described in Sections 8.3 through 8.8 of this QMP, and as such must be sent to the QA
Manager for review and approval. The Assistant DES QA Manager will conduct the required review
and approval step in the event of the DES QA Manager’s absence. QAPPs required by USEPA will
be sent to USEPA for approval by the QA Manager, or if agreed to by the QA Manager, by the
program manager. Approval of the planning document is required before the work described in the
plan can be initiated.

The quality planning steps listed below apply to many work tasks, especially writing new SOPs and
planning new work.

1. Identify (and involve) an individual project manager. Other parties must also be identified and
involved as appropriate, such as the sponsoring organization (if apart from DES) and its
responsible officials, DES project personnel, and other stakeholders such as legislators or other
government agencies, scientific experts, community activists, etc. The intent is to identify all
customers for the data and all suppliers of the data. The program manager is responsible for
this step.

2. Describe the project goal, objectives, and questions and issues to be addressed in writing and
communicate them to the parties identified in step 1. Consider the potential uses of the data.
The project manager is responsible for this step; the program manager reviews and approves it.
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3. Identify the project schedule, required resources (including budget), milestones, and any
applicable requirements (e.g., regulatory and contractual requirements). The project manager
prepares this for the program manager’s approval.

4. Identify the type and quantity of data needed and how the data will be used to support the
project’s objectives, and communicate this to relevant parties. This is the program manager’s
responsibility, but should be a collaborative process among parties identified in step 1. The
data must meet the needs of the intended audience (i.e., its “customers”). This is not to
presuppose what the data will show but rather to ensure that the questions that need to be
answered can be answered with the data to be gathered. Also, this step can identify when work
is not necessary — if there are no customers for the data, then the program manager should
consider putting the resources to other uses.

5. Identify the performance criteria for measuring data quality, including any statistical methods
proposed, and ensure that the criteria are understood by relevant parties. This is the program
manager’s responsibility, but should be a collaborative process among parties identified in Step
1.

6. Identify the QA/QC activities necessary to assess the quality performance criteria (e.g., QC
samples for both the field and laboratory, audits, technical assessments, performance
evaluations, etc.) and ensure that they are understood by relevant parties. This is the project
manager’s responsibility, although he/she should consult with laboratory or other parties as
needed.

7. Determine how, when, and where the data will be obtained (inclu